Tufts Employee Self Service
Account Creation and Password Security

Welcome!
Welcome to eServe@HR, the Tufts Employee Self Service site!

Using Internet Explorer or Mozilla Firefox, you can access your personal, pay and benefit data over the
web. This is a fast, convenient, and secure way to see your information. This “tip sheet” describes how
to log in for your first time and how to set up your security question and new password. You will
receive a confirmation email every time you change your password or security question.

Logging In for the First Time

You must be logged into the Employee Self Service system to use it. Two things are required: your
Tufts UTLN (your Tufts email user ID) and your Employee Self Service password. You will receive
your first Employee Self Service password at your home through the US mail.
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You can then click on Employee Self Service
Login to reach the login page.
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Once the login page appears, enter your UTLN (your Tufts email User ID) in the User ID field, and the
temporary password you received in the mail. Remember, your password is case sensitive. After
entering your UTLN and password, click the “Sign In” button.
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Next, the General Profile Information page will appear and you will need to set up a security question
and answer. This security question will be used to authenticate your identity if you ever forget your
password and need to have it reset.

Click on the Change or set up forgotten password help link.

General Profile Information

To change your Password, click on the link below

iChange password:
You last changed your Password on 12/08/2008 Passward will expire on: 06/06/2009

To set up or change your Question, click on the link below

Change or set up forgotten password help

You last changed your Question an: 07/14/2004 8:43:53AM

Return to Main Menu

Now you can choose from a series of questions in the drop down menu. Some choices are:
e What was the name of your childhood best friend?
¢ What was the name of your elementary school?
e What was the name of your first pet?
e etc...

Select your question, type in your response, and click the “OK” button when you are done.

Change or set up forgotten password help

If you forget your password, you can have a new temporary password created for you.
Enter a question and your response below. These will be used to authenticate you.

Pick a security question and then enter your response. Click OK when finished to save
your selection.

Question: |'."'."hat was the name of your first pet? j

Response: | [
OK | Cancel |

On the Change Password page, you will now create your new password. Pay attention to the
password rules that are outlined on the page.
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¢ Enter the temporary password you
were given in the “Current Password”
field.

e Enter your new password in the “New
Password” field.

e Retype your new password in the

“Confirm Password” field. e Fill in these field d
e (Click the “OK” button. 2 A= ! ”1 ese I€10S, an
click “OK” when done.
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Once you have created a new password, you will be taken back to the Password Maintenance page.
To get to the main menu, click on the Return to Human Resources Self Service Menu link.
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Forgot Your Password

You can get a temporary password if you forget your Employee Self Service password. Before you use
the Forgot Your Password tool, you must have set up a security question. Near the bottom of the login
page is a Forgot Your Password link. If you have forgotten your password, click on this link.
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appear. Employee Self Service

Forgot My Password
Enter your User ID and the last 4 Enter your User ID and the last 4 digits of your social security number below. These will be used to

.. . . find your profile in order to authenticate you.
digits of your Social Security number.
Then click the “Continue” button UseriDemailUTL): [

when you are done. Last4 digits of SSH: | Continue |

Employee Self Service

Forget My Password . .
Enter your User ID and the last 4 digits of your social security number below. These will be used 1o Now you WIH see a page that dlsplays your
find your profile in order to authenticate you. . .

security question. Enter your answer to the
User D (email UTLW: | question in the “Response” field. Click the
Lastaaotsorssi:  [eess™ | Continue “Validate” button to continue

Employee Name:
Email ID:

Please answer the following question below for user validation.

Question: ‘What was the name of your first pet?

Response: Walidate |

A message will appear giving you your temporary password. Please write down this temporary
password and click the “OK” button to continue.

Copyright 2009 Trustees of Tufts College
All rights reserved



Page 4 of 4 Employee Self Service - Account Creation & Password Security

[ erosorintennetxploneny a‘

T‘-\, Warning -- Your temporary passwaord i-
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Write down this password and use it the next time you logon to Employee Self Service.

Click on the “Sign Out” button to get back to the log in page.
Log in again with your temporary password and you will be prompted to create a new password (as
you did when you first logged into Employee Self Service).

Employee Self Service
Fargat My Passwar o

Click on tha Sign Dut bution abova o go back to @ ServeE@HA and Logon with your new password.

Click on the “Sign Out” button.
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If you have forgotten your password and not created a security question, the following message will
appear. Please follow the contact information and you will be provided with assistance to create a new
password.
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T*_q A temporary password cannot be created for you,
*
You have not setup a security question, so we cannot create a new password. Please contact the University IT Support Center at uitsc@tufts.edu or
617-627-3376 for assistance.

Once you have created a security question, you will be able to proceed with this process.
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