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Copy File to Server

You are copying a file to the \ititan\trieda0 1\ directory.
Enter the path of the file you want to copy; this file must be accessible from your
workstation.

Local

File to |C:\Program Files\Apoint\Gesture4.bmp
Use:

Name
After | Gestured.bmp
Copy:

MOUNTING WITH DIFFERENT FILE SYSTEMS
What is SMB?

SMB (Server Message Block) is a protocol for sharing
files, printers, serial ports, and applications between a
computer and server communicating over a LAN. The
enhanced implementation of the SMB protocol is the
Common Internet File System (CIFS) protocol. CIFS
allows users to access directories on remote servers and
manipulate the files as if they were installed locally. SMB
and CIFS are part of all Microsoft operating systems.

Unix-based operating systems, such as Linux, Free-BSD,
and Mac X, utilize Network File Sharing (NSF) as their
native file-sharing protocol. Therefore, a Unix-based
computer that needs to mount a drive on a server whose
file system uses SMB must load Samba, which is the
shareware version of the SMB protocol. There are many
additional UNIX vendor solutions, both commercial and
open source. Samba, a popular open-source solution, is
included with most versions of Linux and is also available
as a free download.

When you request a share on BlueArc, the administrators,
by default, will set it up for either CIFS or NFS access. If
this share is intended for project use, you will need to
specifically request that the share have both NFS and
CIFS access. Windows-based users will be able to follow
the drive mapping instructions for BlueArc listed above
under the Mapping Your Drives in Windows section.

Linux and Unix users that would like to mount a CIFS
share as a virtual drive will need to ask the administrator of
BlueArc for NFS access to the share and provide them
with the following information about the Linux/Unix
account:

. IP address of the PC being used
. User's UTLN and computer login account name, if different

from UTLN
. User ID
. Group name
. Group ID

To determine your name and ID, go to the shell command
prompt, type ID and hit <enter>.

Example:
[tina@localhost tina]$ id <enter>

uid=502(tina) gid=502(tina) groups=502(tina)

Notice that, in the example above, the users Linux login
name (tina) is different than her UTLN. The information
she would submit to the administrator is as follows:

IP Address = 130.64.206.217

UTLN = trieda01

Computer login account hame = tina
UID =502

Group name = tina

GID =502

Mounting Your Virtual Drive from BlueArc

Open a command console session and login to the root
with either of the following commands:

SuU — <enter> (gives a root shell using the root password)
or
sudo su — <enter> (gives a root shell using the user password)

Note that the mapping command should be typed as one long
line. The “*” connotes a space. In addition, the /local_directory
used must already exist on the local machine.

To create a new directory, type mkdir directoryname
<enter>

To mount a drive, use the following command:

mount*-o*proto=tcp,vers=3,wsize=32768,rsize=32768*server:/share*
/local_directory <enter>

In this example, a share named tccsdocs on BlueArc is
mounted to a directory named maptest in the user’s
home directory:

mount*-o*proto=tcp,vers=3,wsize=32768,rsize=32768*
noah.tccs.tufts.edu:/tccsdoc*/home/tina/maptest <enter>

To unmount the share, type the following command:

umount*/local_directory <enter>

Example:
umount*/home/tina/maptest

You must exit from the root shell after using the mount or
unmount commands. Additionally, you will need to
remap your connections to BlueArc the next time you
wish to connect. Mapping to your P: or Q: and R: drives
on a Unix or Linux system is not supported at this time.

For questions or help accessing Tufts network services,
contact your departmental IT Support organization. A
complete listing of Tufts University IT resources are
available at http://inside.tufts.edu/support/#tec .
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NETWORK SHARES

All Tufts University faculty and staff are assigned a
Universal Tufts Login Name (UTLN). Typically, it is
comprised of your first initial, the first five letters of your
last name, and two digits, such as 01, 02, etc.
Example:

jsmith01  jdoe02 jjohnsO1

Logging in to the Tufts Local Area Network (LAN) with your
UTLN and password “authenticate” you as a valid user and
define what directory locations and services you may
access. Available LAN services include printing, email,
VPN access, network storage, and access to network
shares.

The term “network share” refers to data storage space
located on Tufts University servers. When you store files
from your computer on a network share and login to the
Tufts domain, your stored data is accessible, no matter
where you are physically connected. In addition, the data
you store on network shares is backed up nightly,
providing data redundancy in the event that your local
drive crashes. Finally, access to data stored on network
shares is restricted by a user’s network access rights,
ensuring that only those who should have access to the
data can see, copy, or edit it.

THE P: AND R: (OR Q:) DRIVES

To access data stored in your directories on the remote
server you must map or “mount” a drive.
Mapping defines the LAN path to the server
location, allowing you to treat your remote
folders and data as you would any other drive
(A:, C:, D: etc.). This process creates a
“virtual drive” on your computer. You can then copy, edit,
and print your data as if it were located on your local
system.

There are several network drives that map automatically
for you when you login to the Tufts domain, two of which
are your P: and R: (or Q:) drives*. These drive mappings
are created for you when you login on a Windows-based
system and should appear in the My Computer window.
Although all home shares are mapped with the letter P: the
Tufts login scripts use both R: and Q: to designate
departmental shares.

Checking user profile for Home Directory information 33

Your home share location is on titan...checking 0S5 for remapping. oe¢

P: Drive Mapping Completed successfully. Eiand

*NOTE: Your login script may map other drives in addition to P: and R: or Q:

My iu mputer

'@ Local Disk (C:)

g@ Local Disk (D:)

= 2 TRieda01 on NetApp P: Drive

o
; (_)‘ DVD-RW Drive (E1) T ooy
@ software on “timtces 1’ (51)
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The P: drive, your “personal drive”, is also called your
“home share”. No one except you may access this data.
This is an excellent location for any documentation that
needs to be edited or retrieved from multiple locations.
Each faculty member is allotted 1 GB of space for their
individual P: drive, but may request more space if
needed. Contact your departmental IT Support provider
for more information

The R: or Q: drive, your “departmental share”, is an area
with shared access by members of a particular project or
department. Uses for R: drive storage include shared
project files, databases, applications, and other
departmental-specific documentation.

WHAT IS BLUEARC STORAGE?

In addition to the storage available on P: and R:, faculty
may also request space on BlueArc. BlueArc is a
scalable network storage option for faculty project servers
and workgroups who have large amounts of project-
related data that needs to be shared, backed-up, or
stored for the duration of a project. Once your folder has
been created and added to BlueArc by its administrators,
you can map a connection to it from your PC, creating a
virtual “volume” (drive) that can be shared with students,
colleagues, and Tufts-affiliated project participants. By
utilizing the drive mapping, mounting, and VPN solutions
detailed in this tip sheet, your BlueArc storage area is
accessible from all the major computer operating systems
available.

The Mounting with Different File Systems section of
this tip sheet provides details for mounting a drive to the
BlueArc storage appliance from Linux. Contact your
Frontline Support Provider or school IT support
organization (see end of tip sheet) to discuss the nature
of these services, your needs, and available options.

MAPPING YOUR DRIVES IN WINDOWS

When you login to the Tufts LAN on a Windows-based
system and are authenticated as a valid user, your login
script maps your P: and Q: drives for you. To access the
files stored at these remote locations, open My Computer
and click on the respective drive letter.
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But on occasion, you may want or need to map your P:
and Q: drives manually. In addition, your BlueArc storage
space will not be mapped for you by your login script.

To create a drive mapping in Windows XP:

1. Ensure that you are logged into to the Tufts LAN and
have an active connection to the Tufts LAN
(130.64.*.%).

2. Right-click once on either your My Computer or My
Network Places icon
(Network Neighborhood in
Windows 2000) on your
Desktop.

=

Open

Browse With Paint Shop Pro 7
Explore

Search...

Manage

. Disconnect Network Drive. ..
3. Select Map Network Drive .... p—
The Map Network Drive dialog box will open.

4. Click the Drive:
down-arrow and
select a drive letter
that isn't already
being used. You may Drive: |U: v
select anything that Folder; |2 \neah. tees. ffs. edulteg
. .y ititan\triedan 1
IS free, bUt |t S Witftrwins 1xdrive

: . \\eateway_system\dig in
simplest to use P: for e
your Personal share >
and Q or R: fOI’ your T ftmtccs 1TCES VAadmin
departmental share. Note: You can choose any free
drive letter for BlueArc or other non-standard mapping.

Windows can help you connect to a shared network 1
and assign a drive letter to the connection so that yo
access the folder using My Computer.

Specify the drive letter for the connection and the fo
that you want to connect to:

Browse

5. Under Folder:, type the path to the remote server
location of your directory. You can also select the
down-arrow to e e 3

see if the path is
P Folder: ‘% Brow
o

cached. If S0, \noah. toes. tufts.edultccsd

R \
select it. \{TAmtccs1Training-Lab
\\tfimtces 1\software

) i

P: drive path:
\titan\your-UTLN

Examples:
\titan\[doe03 \\titan\pkeenaO1l

Q: drive path:
\\tftmasl\your-departments-name

Examples:
Arts and Sciences -
\tftmasl\sociology \tftmasl\physics

Fletcher:
\tftmas1\faculty  \tftmas1\Adjunct

BlueArc Storage drive path:
\\noah\your-folder-name

Examples:
\\noah\tccsdoc \\noah\waltlab

If this is a mapping that you will use daily, place a
check mark in the Reconnect at logon box.

This will create a Drive: | v
persistent drive Foider: | \Wnoahitecsdoc «| (o
mapping that will
remain visible in My
Computer (see below).

Reconnect at logon

Erent user name.

6. Click Finish. An Explorer window will open,
displaying your files and folders. You should also see
your new drive mapping listed when you browse:

E
= j My Computer

% Local Disk {C:)

%@ Local Disk (D:)

i DVD-RW Drive (E:)

_-f Drawbases on "tfitmopr2’ (I:)

Z# trieda01 on NetApp P: Drive Filer (titan)'

® software on 'thmtces 1 (5:)

3® Training-Lab on "Tftmtces1' (Vi)
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VIRTUAL PRIVATE NETWORKING

Tufts VPN (virtual private networking) is a service that
allows Tufts faculty and staff to securely access Tufts’
LAN network folders and restricted Tufts web sites, from
a remote computer such as a home PC. Once connected,
you can copy documents and folders located on the Tufts
LAN to your remote PC or transfer data from your local
computer to your network folders.

Tufts offers two ways to utilize VPN services. The first
method requires the installation of the Tufts VPN Client
software. The second method involves no additional
software installation. Each method has competing pros
and cons.

To use the VPN client software, you must download and
install it. You must also manually map your individual
network drives if they are not preserved in My Network
Places (or Network Neighborhood in Windows 2000). But
once connected and mapped, the VPN Client software
provides a much more robust solution to data and
application transfers. You can transfer entire folders of
data, as if you were at Tufts, connected directly to the
LAN.

TCCS Academic Technology Training & Documentation

Tufts University

Network Drive Mapping for Tufts Faculty

WebVPN requires no software installation, can be
accessed from any location or PC that has an Internet
connection, and works the same no matter which
operating system is installed on the PC used to connect.
Your network drives are displayed for you in a clickable
interface and you can browse any area of the network that
you normally have access to. But WebVPN is less
versatile and robust than the first option in that you can
only transfer one file at a time.

TUFTS VPN CLIENT SOFTWARE

The Tufts VPN Client software is available for Windows
and Mac systems*.Installation and connection instructions,
have been customized for Tufts use and, along with the
VPN Client software, are available for download at
http://www.tufts.edu/tccs/r-facultyvpn.html.

Once you've installed the software and connected the
Tufts VPN server, you will need to manually map your
network drive connections. This process is detailed in the
instructions, but you should prepare yourself by
determining, in advance, the path to your network folders.
A simple way to do this is by following the instructions for
mapping a drive in the Mapping a Drive in Windows
section above. Follow steps 2, 3, and 4. When you click
the down arrow in step 4 to select a drive letter, you will
see the path to your P: drive and any other network
shares. Write down the network paths exactly as they
appear and use this information when you follow the steps
in the VPN Client software instructions to map your drives.
If you are using a laptop that regularly connects to the
Tufts LAN, your drive mapping may also be preserved in
My Network Places. If so, there is no need to map them —
clicking on them while the VPN connection is active will
open the network folders.

WEBVPN

Tufts’ WebVPN, short for web-based virtual private
network, is a service that allows Tufts faculty and staff to
securely access Tufts’ LAN from any computer —
anywhere — that has a connection to the Internet. There is
no special software to install or settings to configure and
Web VPN is compatible with most browsers, regardless of
the operating system used. The only requirement is that
you have a valid UTLN and LAN password. Remember,
however, that WebVPN is not intended as a robust
solution to file transfer and will only transfer one file at a
time. Users who have a need to remotely transfer large
amounts of data should consider the use of the Tufts VPN
Client software.

To use WebVPN, open an Internet connection to
https://webvpn.tufts.edu and enter your UTLN and LAN

password. From the main screen, you can access your P:
drive and departmental shares.

WWebsites
Network Operations Home Page Tufts Home Page

Browse Network

TP" Drive Access Advancement

College of As & Sciences Fletcher School
Eriedman School of utrition Science and 0
Bolicy peration
Eublic Safety &chool of Dental Medicine
Tisch Library &chool of Veterinary Medicine
Student Semvices ICCS
Enter Network Path |

For example: \server\share

To access your BlueArc storage:

Enter the same path used to map a drive from
Windows and click Go.
Example: \Noah\tccsdoc

isch Library School of Veterinary edicine
tudent Semnvices TCCS

Enter Network
Path \WNoahitccsdoc @

For example: Wserverishare

To copy afile from your network folders to your
local hard drive:

Browse to the location of the individual file and

double-click the file name. You'll be prompted to open

or save the file.

File Download 3]

B4l Do you want to open or save this file?

@ j Name: words.doc

Type: Microso ft Word Document it
From: webvpn. tufts.edu

[T view atile o savm

Coerme ]

[ 1T 1
[ '] mesort-anig Open | [ Save [_cancel ]
O 10 Enuste-wing

While files from the Intemet can be useful, some files can potertially
ham your computer. ff you do not trust the source. do not open or
save this file. What's the risk?

To copy afile from your local hard drive to a
network folder:

Start by browsing to the location on the network
where you would like to place the copy of the local
file. When you've browsed to the desired network
location, click Copy File to Server.

Folder ] I Copy File to Server ’ Mew Folder ] ’ O

Click to change path: titan\trieda01\

[IET,LT-Y Cira 1

Enter the path to the file or use the Browse button to
locate it and click Copy. The file will be copied to

network drive or volume that is listed at the top of the
Copy File to Server dialog box. In the example below,

that location is \\titan\triedaO1.
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